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Abstract—Machine learning models are increasingly used for
network anomaly detection, yet their decision processes often
remain difficult to interpret. In particular, models trained on
high-dimensional network data may rely on features that are
either spurious or easily manipulable, potentially leading to
fragile detection behavior. In this work, we investigate how
explainability techniques (XAI) can be used to analyze feature
reliance in network anomaly detection models. Using a 5G core
network traffic dataset, we train detection models under different
preprocessing conditions and examine their behavior through
model explanation methods. Our analysis reveals that models
trained on network traffic rely heavily on environmental features,
such as IP addresses and ports, rather than the actual attack
behavior. Because of this, we show that an attacker can easily
bypass detection by making protocol-compliant modifications to
these specific features. We further show that appropriate feature
preprocessing mitigates this vulnerability, forcing the models to
rely on the true malicious behavior of the attacks. Overall, our
results highlight the role of explainability as a diagnostic tool for
understanding model behavior and identifying potential weak-
nesses in machine learning-based anomaly detection systems.

Index Terms—anomaly detection, explainability, 5G

I. INTRODUCTION

The 5G Core (5GC) network is the central component of the
5G architecture, responsible for critical control-plane and user-
plane functions. Its cloud-native, service-based architecture
generates massive and heterogeneous traffic volumes, making
traditional rule-based security monitoring approaches ineffec-
tive. To address this complexity, Machine Learning (ML)-
based anomaly detection systems are widely adopted to detect
malicious activity and protect network infrastructure [/1].

Their widespread use is often driven by evaluations in
simulated environments, where models achieve near-perfect
performance during the design phase but fail to reflect real-
world behavior. In these settings, models tend to rely on
spurious correlations (e.g., specific IP addresses or ports)
that are tightly coupled with the experimental setup rather
than with the underlying attack dynamics. For instance, a
model may associate malicious activity with a fixed source
IP observed during simulation; however, in real deployments,
IP addresses vary across networks or can be easily changed by
adversaries. While such correlations yield high detection rates
in controlled settings, they do not generalize: real networks
differ in configuration, traffic patterns evolve, and attackers
can deliberately manipulate these features [2]. As a result,
detectors trained in simulation overfit the environment, learn-
ing to memorize setup-specific artifacts instead of capturing

meaningful attack behavior, and thus become unreliable when
deployed in the wild.

This reliance on environmental features also introduces a
critical security vulnerability, considering that machine learn-
ing models are inherently susceptible to adversarial attacks [J3]].
In this context, an adversary is an attacker who deliber-
ately manipulates the observable fields of the network traffic
packets to evade detection. By applying protocol-compliant
perturbations to the unprotected fields of the packets, the
adversary can exploit these surface features to successfully
evade detection with minimal effort, all without altering the
underlying functionality of the cyberattack [4]]. For this reason,
deploying machine learning-based detectors in security-critical
environments such as 5GC networks requires not only eval-
uating their performance but also understanding the features
that drive their predictions.

In this work, we use explainability techniques (eXplainable
Al — XAI) to analyze feature dependence in anomaly detection
models for 5SGC networks and systematically expose their
vulnerabilities to adversarial manipulation. Using a realistic
dataset of 5GC network traffic, we train an extensive set
of anomaly detectors and analyze their decision-making pro-
cesses using SHapley Additive exPlanations (SHAP) [5].

We demonstrate that models trained on raw data, that is,
unfiltered traffic containing spurious correlations, tend to rely
heavily on features that are easily manipulated by potential
attackers. We further demonstrate that domain-aware prepro-
cessing, which leverages protocol-specific knowledge to filter
out these environmental artifacts, mitigates this problem and
encourages models to focus on behavioral characteristics of
the traffic.

Finally, we show that global explainability serves as a
diagnostic tool, facilitating the finding of adversarial pertur-
bations and guiding feature preprocessing to improve model
robustness.

II. METHODOLOGY AND BACKGROUND

We first outline the process of training a machine learning
(ML) model for anomaly detection from network traffic data,
which naturally leads to the question of how such models
make their decisions. To address this, we leverage explain-
ability techniques to analyze trained detectors and identify a
set of features that drive their predictions despite not being
associated with attack behavior. This insight, in turn, can



guide preprocessing strategies to improve the training data by
removing the spurious features from training.

A. Problem Setup

The anomaly detection pipeline begins with the collection
of a raw network dataset collected from a simulation testbed,
which we denote by P. This dataset consists of unfiltered
packets intercepted directly from the testbed’s network in-
terfaces. Each packet p is processed by a feature extraction
function F, which maps it to a numerical feature vector
F(p) = x € R% During training, an anomaly detector D
learns a basic representation of normal traffic using these fea-
ture vectors. Once deployed, the detector evaluates incoming
packets and flags them as malicious if their anomaly score
exceeds a predefined detection threshold 7, i.e., D(F(p)) > 7.

However, models trained directly on the raw dataset P
are highly susceptible to over-relying on strong correlations
between spurious features and labels to make decisions. This
occurs because standard algorithms minimize a loss function
without specific constraints, failing to account for unreal-
istic data modeling and potential attacks. Because packet
fields perfectly encapsulate the topological configuration of
the simulated environment, the detector often achieves high
detection rates simply by memorizing environmental artifacts
(such as source IP addresses or ephemeral ports) rather than
learning the structural properties of attacks. Furthermore, this
phenomenon exposes the models to trivial adversarial evasion
attacks, since modifying these features is often operationally
simple for an attacker, posing a particular interest in under-
standing what drives the models’ decisions.

B. Methodological Approach

To systematically investigate the phenomenon of spurious
features, explainability techniques can be applied to the trained
detectors. By simply querying the model and analyzing how
variations in the input features affect the output score, these
techniques compute the relative importance of each feature in
driving the model’s predictions. This allows defenders to look
beyond the aggregate detection rates and verify whether the
detector is genuinely identifying malicious behavior or merely
exploiting spurious correlations present in the raw data P.

To mitigate the reliance on these environmental shortcuts,
we apply a domain-aware preprocessing strategy following
the security-aware guidelines proposed in [6]]. This approach
leverages specific knowledge of the 5G Core protocols to
intentionally filter out topology-specific identifiers and redun-
dant fields from the raw dataset P. This transformation yields a
refined, environment-independent dataset, where setup-specific
artifacts such as IP addresses and ports are explicitly removed,
denoted as Py We employ SHapley Additive exPlanations
(SHAP) to extract feature importance in both scenarios. By
comparing the explanations of models trained on P with
those trained on Py, we formally validate the preprocessing
step, ensuring that the anomaly detectors trained on P; shift
their focus from topological artifacts to the actual behavioral
characteristics of the traffic, thus becoming more reliable.

Furthermore, to evaluate the security implications and the
robustness of the detectors under both configurations, we
extend the model-agnostic threat model formulated in [6] by
introducing an XAl-informed attacker. We assume a strict
compliance setting: given a correctly detected malicious packet
p (where D(F(p)) > 7), the attacker aims to craft an
adversarial packet, i.e., a packet p’ that evades detection
(D(F(p’)) < 7) while remaining perfectly compliant with
the original protocol (p’ = p). This strict compliance re-
stricts the attacker to modifying only a specific subset of
feasible, unprotected features, denoted as J C R<. Note
that, while we model an attacker with access to XAl-based
feature importance, which would require querying the model
many times, the pipeline is more realistically interpreted as a
defender’s diagnostic tool: by revealing which features drive
detection, the attack guides the preprocessing strategy needed
to eliminate spurious correlations and harden the model against
worst-case adversaries.

Rather than using random or genetic algorithms to select the
features to modify (as in [6]]), the attack leverages SHAP as
a global explainability tool to strategically guide the evasion.
By analyzing the SHAP values, the attack extracts a highly
restricted subset S C J containing only the most influential
features driving the detection. Furthermore, SHAP reveals the
directional impact of these features, allowing the attacker to
infer a target direction s; € {—1,1} for each feature i € S,
indicating whether an increase or decrease in its value will
push the model’s prediction toward the benign class.

The adversarial evasion is therefore formulated as the fol-
lowing directionally-constrained minimization problem:

[D(F(p') — 7]+

min
p'=

Vig S (1)
Vie S

By restricting the optimization space to the XAl-identified
subset S and guiding the perturbations along the vulnerability
directions s;, we demonstrate how an attacker can efficiently
solve the minimization problem and bypass the detector,
without ever altering the underlying malicious functionality.

III. EXPERIMENTAL SETUP

This section describes the dataset, features, models, and
explainability techniques used in our analysis.

A. Dataset and Features

In our experiments, we use the 5G-Attacks dataset [7],
which contains labeled network traffic with realistic attack
scenarios targeting the 5G Core network The dataset includes
five PFCP-based attacks exploiting the lack of authentica-
tion, integrity protection, and strict input validation in PFCP
signaling, generated by manipulating protocol fields while
preserving syntactic validity. The attack categories are:

Uhttps://github.com/clem272001/5G- Attacks
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Characteristics Train Dataset | Validation Dataset | Test Dataset

Packets
Normal 21341 4731 4732
PFCP Restoration-TEID 0 13 22
PFCP Flood 0 1039 1026
PFCP Deletion 0 7 13
PFCP Modification 0 16 12
UPF PDN-0 Fault 0 10 12

TABLE I: Sample Distribution of Train, Validation, and Test
datasets.

PFCP Restoration-TEID. Injects forged restoration messages
with invalid TEID and F-TEID values, causing desynchroniza-
tion between control and user planes, leading to misrouting,
session drops, or UPF crashes.

PFCP Flood. A denial-of-service attack that floods PFCP
endpoints with unsolicited messages, exhausting control-plane
resources and degrading session management.

PFCP Deletion. Forged deletion requests remove active ses-
sion state, abruptly interrupting user-plane traffic.

PFCP Modification. Malicious modification messages alter
forwarding behavior, causing packet drops, misrouting, or
invalid tunneling.

UPF PDN-0 Fault. Exploits insufficient validation of PDN
Type O contexts, leading to inconsistent PFCP states, session
failures, or traffic misrouting.

Starting from the original dataset, we reorganized it into
three distinct subdivisions: an unsupervised training set con-
taining only normal traffic, a validation set, and a test set,
both including both normal samples and representative attack
samples to evaluate detection performance. The detailed dis-
tribution of samples across normal traffic and different attack
categories for each subdivision is shown in

The raw dataset consists of packet-level features extracted
via tshark, across multiple protocol layers, including IP,
UDP, TCP, and PFCP. These features capture both generic net-
work characteristics (e.g., header lengths, flags, timestamps)
and protocol-specific information, such as PFCP identifiers
and TEID-related fields, which are particularly relevant for
modeling control-plane behavior in the 5G Core.

To focus our analysis on relevant control-plane traffic,
and in line with the focus on PFCP-based attacks, we filter
out all TCP and ICMP packets, retaining only UDP flows.
Table II] summarizes the feature distribution across protocols
(excluding TCP, since PFCP communication in the 5GC relies
on UDP) before and after applying our preprocessing pipeline,
reducing the feature space and preserving only the relevant and
discriminative information for anomaly detection.

B. Models

We consider a diverse set of state-of-the-art anomaly detec-
tors, imported from the PyOD library [8], as well as custom
pipelines tailored for the 5G network data. Specifically, we
evaluate: COPOD [9], EcoD [10], cMM [11], uBOS [12],
Isolation Forest [13|], LOF [14], and PCA [15]. For
each detector, we tune the hyperparameters via grid search

Protocol | Before Preprocessing | After Preprocessing
Number of Features

1P 16 4
UDP 9 1
TCP 37 0
PFCP 45 28

TABLE II: Number of Features before and after applying
Preprocessing

on the validation set. For each model, the grid search spans
detector-specific parameters such as neighborhood size for
density-based methods (e.g., k in LOF), number of bins or
splits for histogram/statistical models (e.g., HBOS), and con-
tamination (expected outlier proportion). Given the restricted
number of pages, full results are reported only for some
illustrative models in the following sections, considering that
the shown behavior is reflected overall.

C. Explainability Method

To understand what drives the models’ decisions and to
identify the most relevant features to detect the malicious
behavior, we rely on the SHAP Explainability method El
Specifically, we employ the KernelExplainer, which is
perfectly aligned with our proposed threat model as it operates
in a strictly model-agnostic manner.

Unlike other explainability algorithms (such
as TreeExplainer, LinearExplainer, or
DeepExplainer) that require white-box access to the
model’s internal architecture, weights, or gradients, the
KernelExplainer treats the anomaly detector as a
pure black box and only requires access to the prediction
function (i.e., the anomaly score output). By systematically
generating perturbations on the input features and observing
the corresponding changes in the detector’s output score, it
accurately infers the SHAP values through feature observation
alone.

In SHAP, the KernelExplainer requires a background
dataset to establish a baseline (i.e., the expected model output).
This background acts as a reference distribution represent-
ing typical feature values. SHAP values are then computed
by measuring how much each feature of a given sample
contributes to pushing the model’s output away from this
baseline expectation. In our setup, global explainability is first
performed on 500 attack samples from the test set, utilizing
a background of 100 benign instances randomly sampled
from the training set to compute the expected base score.
By defining normal traffic as the baseline, SHAP accurately
evaluates the deviations that cause a sample to be flagged as an
anomaly. This global analysis reveals which features generally
drive the decisions of the models, highlighting the attributes
with the highest contributions in malicious samples and their
reference values. Then, after using these results to manipulate
attack samples, we conduct an in-depth local explainability
analysis over both the original attack and its manipulated

Zhttps://github.com/shap/shap


https://github.com/shap/shap

SHAP Top 10 Features - HBOS (raw)

High
ip.flags.df * cvem—— e
ip.flags (] -’ S
ip.hdr_len * ]

pfcp.source_interface ©  comtmsmmemen

pfcp.flow_desc_len s

pfcp.node_id_type

Feature value

pfcp.ue_ip_address_flag.sd
pfcp.precedence

udp.port

udp.srcport

Low
0 2 4 6 8

SHAP value (impact on model output)

Fig. 1: SHAP Global Explainability’s Top-10 HBOS Raw
Features

counterpart to formally evaluate the effect of the adversarial
perturbation.

IV. EXPLAINABILITY ANALYSIS

This section reports and describes the conducted explain-
ability analysis.

A. Feature Importance in Raw Models

The results obtained from the SHAP Global Explanation
over attack samples on raw models are illustrated in for
HBOS and for IForest. Observing the top-10 most
relevant features presented in these figures, we note a clear
manifestation of shortcut learning. The detectors assign high
importance to characteristics that are absolutely uncorrelated
with the actual attack behavior. For instance, HBOS relies
heavily on topological and environmental artifacts such as
ip.flags, ip.flags.df, and udp.srcport. Similarly,
IForest strongly depends on udp.payload. These fea-
tures reflect the specific testbed configuration and network
topology rather than the intrinsic structural anomalies of the
cyberattacks. Because these superficial identifiers act as perfect
discriminators in the raw dataset, the models naively overfit
the simulated environment to achieve high performance.

Furthermore, most of these fields are trivially control-
lable by an attacker in a real-world scenario. For instance,
features like ip.flags (e.g., the Don’t Fragment bit) or
udp.srcport belongs to the unprotected IP and UDP head-
ers encapsulating the malicious payload. An attacker crafting a
malicious packet can freely forge these values using standard
network tools without violating protocol specifications. Since
these modifications occur at the network or transport layers,
they do not interfere with the underlying PFCP exploits.
Consequently, an adversary can easily assign these fields the
specific values expected by the detector for benign traffic, suc-
cessfully bypassing the security system while fully preserving
the attack’s semantics and functionality.

SHAP Top 10 Features - IForest (raw) .
High
udp,checksUm ol e s wmoo aweg@ifec

udp.payload

pfcp.response_time

ip.id -—-*.. .

ip.ttl - oo - 3

pfcp.ie_type coe . —— é

pfcp.seqno © cmance  emmEREMgEEe oo &
pfcp.seid - oo e

pfcp.msg_type

pfcp.ue_ip_addr_ipv4

T T T T T T Low
0.005 0.010 0.015 0.020 0.025 0.030

SHAP value (impact on model output)

0,600

Fig. 2: SHAP Global Explainability’s Top-10 IForest Raw
Features

B. Feature Manipulation Effects

To systematically analyze the effects of feature manipula-
tion, we must first define the attacker’s capabilities, identifying
which fields can be arbitrarily modified without invalidating
the network packet or its malicious behavior. Once these
constraints are established, we apply targeted perturbations
to the modifiable features that SHAP global explainability
identified as highly relevant. We optimize the direction of these
modifications to maximize the impact on the model’s decision,
following the minimization problem introduced in

Subsequently, we perform SHAP local explainability
on both the original, correctly detected attack
samples and their evaded adversarial counterparts.

As illustrated in and the attacker

can successfully alter the model’s prediction by
manipulating irrelevant but easily modifiable features,
such as ip.id, udp.checksum, pfcp.ie_type,

pfcp.response_time, pfcp.ue_ip_addr_ipv4,
fooling the detector and fully preserving the attack semantics.

To further quantify the model’s vulnerability to such ad-
versarial modifications, we evaluate its robustness using an
Lo norm constraint, which defines the maximum number of
perturbed features allowed k. As illustrated in we
evaluate the detection rate across four different strategies:

e Random Baseline (All Features): A naive, single-shot
approach in which feature values are randomly changed
across the entire available feature space.

o Genetic (All Features): A standard genetic algorithm that
optimizes perturbations over a restricted computational
budget of 100 iterations, without using any a priori
explainability knowledge.

e Genetic + SHAP Directions: Operating under the same
100-iteration budget, the genetic algorithm is restricted
to features with non-zero SHAP relevance, optimizing
perturbations strictly along the specific direction indicated
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by their SHAP impact.

o Genetic + SHAP Directions (Top-10 Features): A highly
constrained attack, also restricted to 100 iterations, in
which SHAP-directed genetic optimization is rigorously
applied only to the 10 most relevant features.

The robustness curves clearly demonstrate that blind pertur-
bation strategies are highly ineffective. The random baseline
model fails to evade the model, while the standard genetic
algorithm encounters significant difficulty; it fails to find an
effective evasion path during 100 iterations, resulting in a
negligible reduction in detection rate.

In contrast, incorporating SHAP directions into genetic
optimization drastically compromises the model’s robustness,
achieving high evasion rates despite the limited computational
budget. By targeting only the top-10 features, the attacker can
only manipulate up to k = 7 features to bring the detection
rate close to 0. Similarly, applying SHAP directions to all
features with SHAP values results in a near-zero detection
rate within k& = 20 changes. This highlights that an attacker
with interpretability data can effectively evade detectors by
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Fig. 5: Isolation Forest robustness under Ly constraints. De-
tection Rate vs. maximum perturbed features (k).

perturbing a small subset of carefully selected features.

C. Effect of Feature Preprocessing

Raw packet features often reflect network topology rather
than actual malicious behavior. To prevent models from relying
on these spurious patterns, applying domain-aware feature
preprocessing is a critical step. As introduced in
our preprocessing strategy and the adversarial threat model
build upon the guidelines proposed in [6]. However, while
that study demonstrated the vulnerability of anomaly detectors
using black-box techniques, it treated the models as opaque
systems without investigating the underlying decision-making
mechanisms that led to such vulnerabilities. In this work, we
bridge this gap through an explainability-driven methodology.
We employ SHAP not only to deterministically guide adver-
sarial evasion, but, crucially, to formally validate the necessity
and effectiveness of the preprocessing step.

To demonstrate this, we perform SHAP global explainability
on models trained with the preprocessed dataset. As shown
in [Fig. 6| and |Fig. 7, the most relevant features change
dramatically compared to the raw models. The highlighted
features are better related to the actual packet behavior and
protocol semantics rather than the network topology, visually
and formally confirming that the filtered detectors have suc-
cessfully shifted their focus toward more relevant patterns.

V. CONCLUSION

In this work, we investigate how the nature of training
data impacts the security and reliability of ML-based anomaly
detectors in the 5G Core network. Specifically, we analyze
the critical differences between models trained on raw traffic
generated in simulated test environments and those trained on
the same data after applying appropriate domain-specific fea-
ture preprocessing. Using a model-independent explainability
technique, we show how models trained on raw network traffic
achieve high detection by relying primarily on spurious envi-
ronmental artifacts, rather than identifying behavioral patterns
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of cyberattacks. We also show that explainability analysis can
be used to automatically identify a restricted subset of spurious
features driving the model’s decision, providing defenders with
a practical debugging tool to guide targeted preprocessing and
improve the system’s robustness. Finally, we provide empirical
evidence that these vulnerabilities can be effectively mitigated
through rigorous, domain-aware feature preprocessing. By
enforcing environment independence and removing topology-
specific identifiers during the training phase, we force the
anomaly detectors to base their decisions on protocol-specific
semantics, improving their robustness against adversarial eva-
sion.

Based on these findings, future research could explore
the integration of interpretability-based insights to actively
improve the robustness of the model.
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