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Abstract:
Neural networks are known to be vulnerable to impercepti-

ble perturbations to their inputs, causing unwarranted behavior
in the model’s predictions and attracting the scientific commu-
nity’s interest with the aim of designing architectures and training
methods that are robust to such attacks. By reinterpreting a dis-
criminant classifier as an energy-based model, the following work
further studies the connection between robustness, architectural
configuration, and energy landscape. Energy is leveraged as a
tool to study a network’s intrinsic robustness by analyzing models
with randomized weights, suggesting a connection between a clas-
sifier’s untrained energy landscape and its final robustness after
adversarial training. Notably, the energy profile of an untrained
network appears to align with its final robustness metric. This
correspondence holds true across three distinct model scales, each
encompassing a diverse range of architectural configurations, sug-
gesting a universal link independent of specific structural choices.
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1. Introduction

The problem of designing and training a machine learning
model that is resistant to adversarial perturbations intended to
cause errors in its predictions remains, as of today, an open
challenge. Such perturbations can be easily generated in both
black- and white-box environments, often leading to significant
errors in models that would otherwise perform very accurately
in an unperturbed context. A plethora of learning paradigms
has been developed to increase what is referred to as the ro-
bustness of a model, but all share the core idea of integrating
adversarial attacks into the learning phase, defined as Adver-
sarial Training [4]. Later work, however, also highlighted [14]
[8] the critical role model architecture can play in the final ro-
bustness of a model, exploring a new approach to the issue and
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FIGURE 1. We compare average ∆E(x, y) of robust
networks trained with adversarial training under the
shaded area with color with a non-robust standard
trained model of color .

hinting at a correlation between a model’s intrinsic properties
determined by its architecture and its final performances, re-
gardless of learning methodologies. The connection between
the two, however, remains hard to investigate as isolating the
effects of topology from those of training is not trivial. Follow-
ing the foundational work in [10], interpretation of ML models
through the lens of an energy measure framework allows for a
more fine-grained interpretation of model behavior and, in par-
ticular, renders feasible and interpretable the study of models
with randomized weights, which constitutes an ideal environ-
ment to study relations between architecture and intrinsic ro-
bustness, given the absence of training.

This paper combines these insights by analyzing model ar-
chitectures commonly used in image classification through ad-
versarial attacks and documents an apparent connection be-
tween sensitivity to perturbations of inputs before any kind



of training and final robustness. Specifically, it studies three
model sizes and finds that the more robust model configura-
tions also better resist perturbations when untrained, where re-
sistance to attacks is measured by the magnitude of the differ-
ence of marginal energies between perturbed and normal sam-
ples |∆E(x, y)| which also serves as an indicator of local en-
ergy smoothness as already seen in [21, 12]. Such metric, de-
fined as the difference in the logits of a sample’s normal and
perturbed versions, then directly correlates with overall robust-
ness of a model.

If further findings were to substantiate our hypothesis, sensi-
tivity to attacks when untrained could become both an efficient
proxy for final robustness, circumventing the intensive task of
adversarial training, and an analysis metric for inspecting an
architecture’s implicit bias.

2. Related Work

2.1. Adversarial Attacks and Defenses

Szegedy et al. [16] first revealed that neural networks are vul-
nerable to small, carefully crafted perturbations, and Good-
fellow et al. [4] provided a linear explanation and introduced
the Fast Gradient Sign Method (FGSM), establishing the foun-
dation of gradient-based attacks. This discovery sparked ex-
tensive research on both stronger attacks and more effective
defenses. Among the latter, adversarial training (AT) [11]
emerged as the dominant approach. Numerous refinements
followed; in particular, TRADES [20] proposed a theoreti-
cally motivated objective function that leverages the Kullback-
Leibler (KL) divergence to explicitly balance natural and robust
accuracy.

However the role of architectural design in AT has received
relatively little attention. Peng et al. [14] conducted the most
in depth investigation of the correlation between robustness
and architectural components to date, confirming previous hy-
pothesis from [8] and [9] regarding the size of the last stage,
while [15] showed that non-parametric activation functions,
such as SiLU also provide a consistent increase in robustness
compared to other choices of activation functions within a net-
work.

2.2 Investigating architectural biases

Another line of research highlights the role of architectural in-
ductive biases, independently of learned weights. Ulyanov et
al. [17] showed that untrained networks can achieve state-of-
the-art results in image restoration, revealing an implicit data

impedance: convergence on natural images is much faster than
on random noise in initialized models, suggesting that network
structure, being the only prior present before training, inher-
ently favors data from natural distributions. Similarly, the study
of Randomized Neural Networks [3] reveals that architectures
where hidden connections remain fixed after initialization can
reach representational capabilities on par with fully trained ar-
chitectures. Lastly, the phenomenon of pruning, where a ma-
jority of a model’s parameters can be deactivated after training
with minimal accuracy loss, further supports the idea that a net-
work’s strongest component is its design. While pruning typ-
ically occurs post-training, the Lottery Ticket Hypothesis [2]
suggests that dense networks contain sparse “winning ticket”
sub-networks that are uniquely capable of effective training
due to their specific connectivity and fortuitous initialization.
Essentially, increasing parameter counts may simply increase
the probability of capturing these effective structural priors.
To conclude, there is still a great need to further explore the
connection between architecture and model performance, with
many open questions in deep learning potentially addressed by
further findings in this line of inquiry.

2.3 Energy-Based Models and Adversarial Robustness

Joint Energy-based Models (JEM) [5] extend the idea of
Energy-Based models [10] to classifiers, providing genera-
tive capabilities along with improved robustness and calibra-
tion. Several studies [19, 18, 21, 12, 13] have explored this
energy-based perspective, showing that it can enhance robust-
ness alongside generative capabilities. Furthermore, [21, 12]
demonstrate that robust classifiers tend to exhibit smoother en-
ergy landscapes, and that TRADES [20] explicitly encourages
this smoothness, which explains its superior robustness com-
pared to standard adversarial training [12]. Building on these
insights, we study how architectural design affects the energy
landscape of classifiers, with certain configurations inherently
producing smoother landscapes that may support higher robust-
ness.

3. Background

Energy Based Models : Energy based models (EBM) define
a probability distribution via a scalar function Efθ (x) : x ∈
Rn → R called energy function . Learning within the energy
framework consists in finding an energy function which asso-
ciates to observed variables configurations lower energy values
than to rest of possible configurations. In the context of a dis-
criminant classifier, the logits can be interpreted as the negative



(a) Distribution of marginal energies of nor-
mal and adversarial samples

(b) Distribution of joint energies of normal
and adversarial samples

FIGURE 2. PGD’s impact on joint and marginal ener-
gies. indicates adversarial data, while indicates
natural data. [12]

of an energy function, since the model aims to assign higher
scores to the correct labels. Marginalizing over all labels lets
us also define an energy measure for the individual samples
without a label:

Efθ (x, y) = −fθ(x)[y] Efθ (x) = − log

K∑
k=1

exp (fθ(x)[k]).

(1)
Energy and adversarial attacks Using the energy functions,
following the work in [12], one can see how adversarial attacks
such as projected gradient descent (PGD) [11], create adver-
saries that increase the joint energy E(x, y) while decreasing
the marginal one E(x), as shown in eq. 2. While these adver-
sarial samples cause misclassifications, they are in some sense
even more probable than the original samples. Thus being able
to significantly perturb a sample’s marginal energy directly im-
plies higher chance of changing its predicted label, and smooth-
ness of energy around a point implies then overall resistance to
attacks. Rewriting the commonly used cross-entropy loss using
these energy functions and taking the gradient we find:

∇xLCE
(
fθ(x), yi

)
= ∇xE(x, yi)−∇xE(x) (2)

Kaiming’s initialization We mainly use Kaiming’s method [7]
to initialize an architecture’s weights. Weights for the convo-
lutional layer’s filters are sampled from a gaussian distribution
with 0 mean and a standard deviation formulated in order to
maintain the variance of the final signal bounded and similar
to the one of the original input. In particular the variance of a
given output layer l, in this case the last layer L is given by

Var[yL] = Var[y1]
( L∏

l=2

1

2
nlVar[wl]

)
(3)

where nl is the number of connections to a given neuron and the
convolution operations are expressed as matrix multiplications.
A sufficient condition to maintain the outputs’ variance within
a proper range is that wl comes from a gaussian distribution
with 0 mean and a standard deviation of

√
2/nl.

Architecture configurations : Finally we describe the ways
models’ architectures are modified to study a relationship with
final robustness: at the time of this article the most commonly
used model for robust image classification is the Wide Resid-
ual Network (WRN) and its architecture is mainly configurable
by two parameters called depth and width. We focus on the
former which describes the number of basic blocks contained
within each of the 3 stages of a common WRN configuration.
Each block consists of two residual convolutional layers with
batch normalization and activation functions and a final fully
connected layer. From the grid search on architectures con-
ducted in [8] we already posses the final robustness percentages
of many possible depth configurations, which we later compare
with their untrained versions.

4. Methodology and Evaluation

4.1 Method

To isolate the effects of architectural design on adversarial
robustness, we build on the insights from the previous sections
and leverage PGD attacks to systematically analyze the energy
landscape of already robust and of untrained models. Specifi-
cally, we construct various WRN models with different archi-
tectural configurations while keeping the number of parame-
ters constant. After initialization with the Kaiming’s method,
we feed both natural inputs and their corresponding adversarial
counterparts generated by PGD into the network and compute
the difference in marginal energies between them. This differ-
ence provides a direct measure of the local smoothness of the
energy landscape around each input point and more in general
it represents a measure of how much a network’s logit can be
perturbed within a neighborhood of a sample. All the following
experiments used PGD with step size α = 2/255, perturbation
bound of ϵ = 8/255, which will represent the size of the neigh-
borhood we’re exploring relative to the original sampe, using
ℓ∞ norm, random initialization, and an increasing sequence
of attack iterations of [1, 2, 5, 10, 20, 50]. Lastly, all reported
results are averaged over multiple runs with different Pytorch
seeds.

Our central hypothesis is that aspects of robustness of an
untrained model might be predictable from architecture alone,
prior to undergoing a resource intensive adversarial training.



In particular, we argue that when PGD produces perturbed sam-
ples whose energy differs only minimally from that of the orig-
inal inputs, the architecture itself is enforcing local smooth-
ness around the data, which translates into higher robustness.
Prior works have shown that such local energy smoothness is
associated with higher robustness in adversarially trained mod-
els [21], [12], and our analysis suggests that this desirable prop-
erty is, to some extent, already encoded in the architecture be-
fore any adversarial training.

4.2 The Energy Landscape of Robust Models

To first highlight how local energy smoothness is a prop-
erty of robust models when compared to standard non-robust
model, we tested a variety of robust models available from
the RobustBench [1] leaderboard by attacking them with in-
creasingly stronger PGD (as before, increasing the number of
iterations following the sequence [1, 2, 5, 10, 20, 50] and col-
lecting the resulting energies of the original and their adversar-
ial counterparts. This analysis focuses on WRN-28-10 archi-
tectures, which are among the most widely adopted WRN vari-
ants due to their favorable balance between performance and
model size.

It should be noted that the absolute numerical val-
ues of energies are generally arbitrary. To evaluate lo-
cal smoothness, we therefore focus on the energy differ-
ences between clean samples and their adversarial counter-
parts. Comparing robust models with standard non-robust
models trained on the same CIFAR-10 dataset, we find
that robust models maintain difference in marginal ener-
gies ∆E(x) largely invariant to the strength of the attack,
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FIGURE 3. ∆E(x, y)
of different ResNets over
increasing attack strength

while differences in the joint
energies ∆E(x, y), associ-
ated with class predictions,
are perturbed but remain
close to their original values,
as shown in Fig. 1. In con-
trast, the non-robust model
exhibits substantial devia-
tions in both marginal and
joint energies under attack.

To extend the use of en-
ergy as a tool for analysing a
network’s properties, we also
conducted the same studies
on the non-robust baseline
models for residual networks

[6]. Specifically, four different sizes of ResNet architecture
standardly trained on the CIFAR-10 dataset underwent the

FIGURE 4. Points represent models with different depth
configurations, y-axis contains robustness on PGD-20 af-
ter adversarial training, x-axis the number of parameters
in the models. Image courtesy of [8]

same test suite as the robust models: ResNet-20, ResNet-32,
ResNet-44, and ResNet-56. The two digits refer to the number
of convolutional layers within the network, including residual
connections and with the addition of the last fully connected
layer producing the logits of the model.

Interestingly, deeper models are more resistant to perturba-
tions as can be seen in Table 1. We also note that for deeper
models, ∆E(x, y) appears more smoother than the shallow
models as shown in Fig. 3. It then seems that a greater num-
ber of parameters contribute here to a stronger inherited robust-
ness and we conjecture this might be due to higher redundancy
in learned features in neurons while a smaller model requires
fewer activations to be changed and thus a smaller difference
with respect to the original sample to change its predictions.
However, as will be discussed in the following section, a direct
correspondence between model scale and adversarial robust-
ness is not consistently observed.

ResNet PGD1 PGD2 PGD5

20 15.28 % 1.10 % 0.00 %
32 30.25 % 5.29 % 0.00 %
44 34.15 % 7.99 % 0.20 %
56 37.45 % 11.68 % 0.10%

TABLE 1. Different Residual Network sizes and their
adversarial accuracy under different PGD step sizes
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FIGURE 5. Scatterplot of ∆E(x, y) computed on un-
trained classifiers and the corresponding PGD robust ac-
curacy computed from the same exact model architecture
yet adversarially trained. Robust accuracies from [8]

4.3 The Energy Landscape of Untrained Models

As noted earlier model size isn’t necessarily connected to fi-
nal robustness as shown in [14] and [8], and to further inves-
tigate this fact we study 4 different architecture configurations
across three different model sizes (≈ 20,≈ 40,≈ 50 Million
parameters) over the CIFAR10 dataset. The grid search results
reported in [8] (Fig. 4) provide the established final robustness
percentages for these configurations.

When analyzing untrained architectures, we note that since
the models do not go through any kind of learning, the marginal
energies E(x) give little information on the properties of the
network as they are always a byproduct of training. On the con-
trary, joint energies E(x, y), although agnostic to the actual la-
bel distribution, give an insight on the sensitivity of the network
to adversarial attacks. Key to this study is the initialization
method, as a network in an untrained state tends to output nu-
merically unstable logits and gradients, rendering both attacks
and energy metrics unfeasible unless methods such as Kaim-
ing’s [7] which are intentionally developed to contain variances
of layers in both forward and backward passes are used.

After initializing the models, we proceed to attack samples
and collect their energy metrics, progressively increasing the
number of iterations of PGD and thus of its strength following
this sequence [1, 2, 5, 10, 20, 50]. All reported results are av-
eraged over multiple runs with different Pytorch seeds as the
overall nature of this kind of analysis is inherently stochastic
and requires a statistical analysis rather than a qualitative one.

As can be seen in 6a and 6b which contain the average val-
ues for ∆E(x, y) = E(x, y)−E(x∗, y) , where E(x, y) corre-

sponds to the joint energy distribution defined in Eq. 1 and x∗ is
the adversarial sample found by PGD, the more a model will be
robust after training the less its joint energy can be bent when
initialized. Figure 6c shows the results for the bigger models
with approximately ∼ 50 M parameters.

We further analyze these results using scatter plots to inves-
tigate the relationship between energy differences, number of
trainable parameters and robustness, shown in Fig. 5. Where
models with smaller |∆E(x, y)| achieve higher robust accu-
racy, regardless of the number of parameters.
We report both the Pearson Correlation coefficient r and the
rs Spearman Rank Correlation coefficient with 10 degrees of
freedom in table Tab. 2 of the values shown in Fig. 5, with
both metrics along with their p-values suggesting strong posi-
tive correlations, though we stress the limited number of trials
that were conducted due to the speculative nature of this paper.

Correlation Metric Value p-value
Pearson Correlation (r) 0.7624 0.0039

Spearman Rank Correlation (rs) 0.8937 < 0.0001

TABLE 2. Correlation metrics of values plotted in Fig 5.

Although the final accuracies of different models often dif-
fer by only a few percentage points, some smaller models with
20M parameters can achieve a robustness which is even greater
than some of the 50M counterparts highlighting that the con-
nection between robustness and model size is much nuanced.

Finally, we want to highlight that if architecture truly im-
poses inherit robustness, adversarial training isn’t then able to
compensate for these intrinsic differences as the margin be-
tween models will persist in the end, reinforcing the require-
ment for optimality of architecture during the model design
stage.

5 Conclusions and Future Work

In this study, we investigate a methodology aimed at connecting
network architecture with final robustness, namely by studying
the impact of adversarial examples on untrained models with
different architecture configurations. Our findings suggest a po-
tential correlation between the sensitivity to perturbations when
untrained and the resulting adversarial accuracy after training.
Future work aims to expand analysis on both the amount of
models tested and on the different types of architectures.



(a) ∼ 20 M parameters (b) ∼ 40 M parameters (c) ∼ 50 M parameters

FIGURE 6. Average ∆E(x, y) between adversarial sample and original of different model configurations with ∼ 20 M,
∼ 40 M, and ∼ 50 M parameters. Labels correspond to depth configurations.
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